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RMKS/1. CANCEL REF A. THIS IS A NAVCYBERFOR NAVY INFORMATION APPLICATION
PRODUCT SUITE (NIAPS) POLICY MESSAGE DIRECTING ALL NAVY VESSELS WITH
NIPR NIAPS INSTALLED (LESS SUBMARINES) ON THE USE AND MAINTENANCE OF THE
SYSTEM.  
A. FOR SUBMARINES, POLICY GUIDANCE WILL BE PROVIDED SEPCOR BY
COMSUBFOR. 
B. THIS POLICY IS APPLICABLE TO NIPR NIAPS VERSIONS 2.X AND
SHOULD BE READ BY THE COMBAT SYSTEMS OFFICER, COMM/ADP OFFICER,
OPERATIONS OFFICER, ENGINEERING OFFICER, AND TRAINING OFFICER. SIPR
GUIDANCE WILL BE PROMULGATED SEPCOR.

2. BACKGROUND. NIAPS HOSTS MAINTENANCE, LOGISTICS, ADMINISTRATIVE,
TRAINING AND MANAGEMENT APPLICATIONS FOR USERS AT SEA. NIAPS SOFTWARE
RESIDES ON A SHIP'S EXISTING SERVER AND MINIMIZES BANDWIDTH UTILIZATION
BY PROVIDING AFLOAT USERS WITH ACCESS TO APPLICATIONS WHILE DISCONNECTED
FROM THE GIG. NIAPS PERIODICALLY REPLICATES COMPRESSED DATA BETWEEN SHIP AND SHORE SERVERS, THUS ENSURING DATA BETWEEN SHIP AND SHORE APPLICATIONS REMAIN
SYNCHRONIZED.

3. NIAPS DISTANCE SUPPORT (DS) CONCEPTS DEFINED.
   	A. REPLICATION: THE PROCESS OF SHARING INFORMATION BETWEEN DATABASES
(OR SERVER) TO ENSURE THE CONTENT IS CONSISTENT BETWEEN SYSTEMS
(SYNCHRONIZED BETWEEN SHIP AND SHORE).
   	B. AUTOMATIC REPLICATION: THE SYSTEM PROVIDES AN AUTOMATED PROCESS
FOR REPLICATION WITHOUT MANUAL ASSISTANCE.  FOR NIAPS, AN EXECUTABLE
FILE STARTED BY A SCHEDULED TASK IS SET TO REPLICATE HIGH PRIORITY FILES
EVERY FOUR HOURS.
  	 C. MANUAL REPLICATION: A PROCESS THAT REQUIRES A SYSTEM ADMINISTRATOR
TO MANUALLY FORCE A SYNCHRONIZATION BETWEEN DATABASE AND OR SERVERS.
NIAPS PROVIDES AFLOAT COMMANDS THE OPTION TO MANAGE DOWNLOAD OF INBOUND
MEDIUM OR LOW PRIORITY FILES, OR TO DEFER RECEIPT OF LARGE AMENDMENTS.
THE NIAPS SYSTEM ADMINISTRATOR MUST PERFORM MANUAL EXECUTION OF THE DS
UPDATE PROGRAM ONCE PER DAY.

4. NIAPS REPLICATION POLICY.
   	A. SHIPS WILL ENSURE THE SYSTEM EXECUTES AN AUTOMATIC UPDATE, AT A
MINIMUM, EVERY FOUR HOURS.
  	 B. THE SYSTEM ADMINISTRATOR WILL PERFORM ONE MANUAL REPLICATION, AT A
MINIMUM, DAILY.
      		1)THE SYSTEM ADMINISTRATOR WILL USE COMMAND GUIDANCE IN
DETERMINING WHICH MEDIUM AND LOW PRIORITY INBOUND AMENDMENTS ARE
MANUALLY DOWNLOADED TO THE SHIP.
      		2)WHEN BANDWIDTH CONSTRAINTS PREVENT DOWNLOAD OF LARGE AMENDMENTS,
OR WHEN MULTIPLE AMENDMENTS HAVE ACCUMULATED DUE TO DEFERRED DOWNLOAD,
SHIPS MAY SUBMIT A GLOBAL DISTANCE SUPPORT CENTER (GDSC) SUPPORT REQUEST
(SEE PARA 9A) TO HAVE A DVD CONTAINING ALL CURRENT AVAILABLE DATA MAILED
TO THE SHIP.

5. TECHNICAL MAINTENANCE AND SOFTWARE SUITE OPERATION POLICY.
   	A. THE NIAPS SYSTEM ADMINISTRATOR GUIDE (SAG) IS DELIVERED IN
ELECTRONIC FORMAT AT TIME OF SYSTEM INSTALLATION OR UPGRADE. IN THE
EVENT THE SAG DISK IS MISPLACED, A COPY MAY BE ACCESSED VIA AUTOMATED
TECHNICAL INFORMATION SUPPORT SYSTEM (ATIS) OR DOWNLOADED FROM NAVY
KNOWLEDGE ONLINE INTERNET (HTTPS:(SLASH SLASH)WWWA.NKO.NAVY.MIL). ON THE
NKO HOMEPAGE, UNDER THE CAREER MANAGEMENT HEADING, CLICK HYPERLINK TO
NAVY CAREER TOOLS PAGE AND LOCATE SAG APPROPRIATE TO NIAPS VERSION
INSTALLED.
   	B. SHIPS ARE DIRECTED TO DESIGNATE TWO INFORMATION SYSTEM TECHNICIANS
(IT) WITH ANY OF THE FOLLOWING NECS 2735/2790/2791 (INFORMATION SYSTEMS
ADMINISTRATOR/TECHNICIAN) AS THE PRIMARY AND SECONDARY NIAPS SYSTEM
ADMINISTRATOR.
   	C. NIAPS SYSTEM ADMINISTRATORS WILL PERFORM THE FOLLOWING SYSTEM
CHECKS IAW REFS B THROUGH E AND THIS MESSAGE:
      		1)DAILY, PERFORM AND VERIFY BACKUP TO EXTERNAL MEDIA OF
G:\MSSQL.1\MSSQL\BACKUP.
      		2)DAILY, CHECK EVENT LOGS FOR ERRORS.
      		3)DAILY, RUN DS UPDATE PROGRAM MANUALLY AND DOWNLOAD MEDIUM AND
LOW PRIORITY UPDATES WHEN FEASIBLE.
      		4)DAILY, VERIFY ALL SCHEDULED TASK ARE RUNNING AS DESIGNED.
      		5)DAILY, VERIFY AVAILABILITY OF INSTALLED APPLICATIONS BY CHECKING
THE HYPERLINKS (E.G., NAVY E-LEARNING AND FLTMPS AFLOAT.)
      		6)DAILY, MONITOR NIAPS CONTENT HEALTH INDICATOR TOOL
(CHIT) (SEE PARA 4G) FOR REPLICATION STATUS.
      		7)WEEKLY, PERFORM FULL BACKUP AND VERIFY THAT SQL SERVER
MAINTENANCE JOBS ARE BACKING UP DATABASES TO G:\MSSQL.1\MSSQL\BACKUP.
      		8)WEEKLY, CLEAR EVENT LOGS.
      		9)WEEKLY, CHECK DS UPDATE PROGRAM FOR ERRORS.
   	D. SHIPS ARE DIRECTED TO CREATE A SHIP SPECIFIC STANDARD OPERATING
PROCEDURE (SOP) FOR CONDUCTING BACKUPS OF THE NIAPS SYSTEM. THIS SOP CAN
BE INCORPORATED WITH YOUR SOP FOR THE NAVY STANDARD INTEGRATED PERSONNEL
SYSTEM (NSIPS) WEB AFLOAT SERVER (SEE COMNAVCYBERFOR 021214Z AUG 11).
      		1)THE SOP WILL GIVE STEP BY STEP INSTRUCTIONS FOR CONDUCTING
BACKUPS IAW 3M MIP SERIES 4951/001 D-1/W-1 (INTEGRATED SHIPBOARD NETWORK
SYSTEM (ISNS) FULL SERVER BACKUP MAINTENANCE PROCEDURES).
      		2)THE SHIP WILL DOCUMENT BACKUPS ARE COMPLETE BY SIGNING THE
WEEKLY 3M MAINTENANCE REPORT.
      		3)SHIPS ARE AUTHORIZED TO BACKUP TO AN EXTERNAL HARD DRIVE.
      		4)SHIPS MAY SUBMIT A CHARLIE KILO TO UPGRADE TO 2.0 USB PCI CARD.
      		5)SHIPS WILL ENSURE BACKUP MEDIA IS SAFEGUARDED AND STORED
PROPERLY, AS IT WILL CONTAIN SAILOR PERSONALLY IDENTIFIABLE INFORMATION
(PII) IN APPLICATION FILES SUCH AS THE UIC-SPECIFIC NTMPS AFLOAT (NAFL)
DATAMART AND THE AFLOAT ELECTRONIC TRAINING JACKET (ETJ).
   	E. IF SYSTEM FAULTS PREVENT FULL UTILIZATION OF NIAPS FUNCTIONALITY,
SHIPS ARE DIRECTED TO CONTACT THE GDSC (SEE
PARA.9A) IN A TIMELY MANNER OR AS OPERATIONS AND CONNECTIVITY PERMIT.
SHIPS ALSO WILL RELEASE A CASREP IF ISSUES CANNOT BE RESOLVED VIA THE
GDSC WITHIN REF F REQUIREMENTS.
   	F. SHIPS ARE DIRECTED TO ESTABLISH OR CONTINUE TO USE A
NIAPS(AT)(HULLNUMBER).NAVY.MIL EMAIL ACCOUNT AND DISTRIBUTION LIST. THIS
EMAIL ACCOUNT AND DISTRIBUTION LIST WILL BE THE KEY CONDUIT FOR
COMMUNICATING WITH THE COMBAT SYSTEMS OFFICER, OPERATIONS OFFICER,
COMMUNICATIONS/ADP OFFICER, NIAPS SYSTEM ADMINISTRATORS, AND TRAINING
OFFICER FOR ISSUES AND CONCERNS RELATED TO MAINTENANCE, TRAINING, AND
OPERATION OF NIAPS AND INSTALLED APPLICATIONS.
   	G. NIAPS SYSTEM ADMINISTRATORS WILL MONITOR THE NIAPS CONTENT HEALTH
INDICATOR TOOL (CHIT) DAILY/WEEKLY TO VERIFY PROPER REPLICATION OF DATA
TO AND FROM THE SHIP AND INFORM CHAIN OF COMMAND OF SAME.
      		1)HYPERLINKS TO CHIT ARE LOCATED ON THE NIAPS DISTANCE SUPPORT
PORTAL INFORMATION TECHNOLOGY PAGE, TRAINING OFFICER PAGE, AND NAVY
CAREER TOOLS PAGE.
      		2)IF CHIT INDICATORS ARE NOT GREEN AND/OR DATES ARE NOT WITHIN
REPLICATION PERIODICITY, THE SYSTEM ADMINISTRATOR WILL INVESTIGATE AND
RESOLVE USING COMMAND RESOURCES OR VIA A GDSC SUPPORT REQUEST (SEE PARA
9A).
   	H. SHIPS ARE DIRECTED TO PROTECT THE SECURITY POSTURE OF THE NIAPS
SYSTEM AT ALL TIMES.
      		1)NO ADDITIONAL APPLICATIONS, SYSTEMS OR FILES SHALL BE ADDED TO
THE SYSTEM AT ANY TIME WITHOUT PRIOR COORDINATION WITH THE NIAPS PROGRAM
OFFICE (PMW 240).
   	I. SHIPS WILL SEAL NIAPS SYSTEM ADMINISTRATOR ACCOUNT PASSWORDS IN A
SF-700 AND LOCK IN A GSA CERTIFIED SAFE.

6. NIAPS SYSTEM ADMINISTRATOR AND APPLICATION USER TRAINING.
   	A. SHIPBOARD NIAPS SYSTEM ADMINISTRATION AND APPLICATION USER
TRAINING IS PROVIDED DURING INITIAL INSTALLATION, NIAPS UPGRADE, AND
WHEN REQUESTED BY THE COMMAND VIA GDSC SUPPORT REQUEST TICKET (SEE PARA
9A).
   	B.SEMI-ANNUAL NIAPS SYSTEM ADMINISTRATOR CLASSROOM TRAINING IS
CURRENTLY PROVIDED IN SAN DIEGO AND NORFOLK FLEET CONCENTRATION AREAS.
THIS IS THE SAME TRAINING PROVIDED DURING INSTALLATION.  TRAINING
SCHEDULES ARE PROMULGATED VIA MESSAGE SEPCOR.
   	C. NIAPS SYSTEM ADMINISTRATOR TRAINING IS AVAILABLE VIA NAVY
E-LEARNING:
      		1)NIAPS 2.0 SYSTEM ADMINISTRATOR TRAINING (CATALOG NUMBER
NAVSEA-A-150-1800)
      		2)NIAPS 2.3 SYSTEM ADMINISTRATOR TRAINING (CATALOG NUMBER
NAVSEA-A-150-1800.2) 

7. NIAPS BEST PRACTICES INCLUDE THE FOLLOWING:
   	A. COMMUNICATIONS/ADP OFFICER.
      		1)ENSURE DAILY/WEEKLY MONITORING OF NIAPS PERFORMANCE.
      		2)REPORT NIAPS REPLICATION STATUS TO CO VIA EIGHT O'CLOCK REPORTS
(REF G AND H).
      		3)SUBMIT GDSC SUPPORT REQUEST (SEE PARA 9A) WHEN NIAPS ISSUES
CANNOT BE RESOLVED BY PERSONNEL ONBOARD.
MONITOR RESOLUTION PROCESS UNTIL THE SYSTEM IS FULLY RESTORED. SUBMIT
CASREP AS REQUIRED PER REF F.
   	B. NIAPS SYSTEM ADMINISTRATORS.
      		1)CHECK NIAPS A MINIMUM OF ONCE A DAY AND INITIATE MANUAL
REPLICATION AT A MINIMUM OF ONCE DAILY.
      		2)WHEN IN PORT, PERFORM MANUAL REPLICATION TO DOWNLOAD DEFERRED
FILES AND LARGE AMENDMENTS.
      		3)CONDUCT A VISUAL INSPECTION OF HARDWARE THAT THE NIAPS SUITE
RESIDES ON FOR HARDWARE FAULT INDICATIONS. THIS INSPECTION WILL VALIDATE
FUNCTIONALITY OF HARDWARE DUE TO POSSIBLE RAID CONFIGURATION ISSUES.
      		4)CONTACT GDSC (SEE PARA 9A) PRIOR TO MAKING ANY DRIVE CHANGES.
      		5)SHIP'S FORCE IS NOT AUTHORIZED TO MAKE ANY CHANGES TO THE NIAPS
DOMAIN POLICY WITHOUT NIAPS PROGRAM OFFICE COORDINATION (PMW 240).


IMPORTANT:
ANY CONFIGURATION CHANGES TO THE COMPOSE DOMAIN POLICY COULD NEGATIVELY
IMPACT NIAPS FUNCTIONALITY.
      		6)IMPLEMENT PASSWORD MODIFICATIONS IAW SECURITY TECHNICAL
IMPLEMENTATION GUIDE (STIG) FOR ALL ACCOUNT LOCATIONS. IMPORTANT:
FAILURE TO DO SO COULD RESULT IN A LOSS OF NIAPS FUNCTIONALITY.
SUBMIT A GDSC SUPPORT REQUEST IF ASSISTANCE IS REQUIRED (SEE PARA 9A).
   	C. COMBAT SYSTEMS OFFICER/OPERATIONS OFFICER.
      		1) ROUTINELY VERIFY COMBAT SYSTEMS-SPECIFIC APPLICATIONS ARE
AVAILABLE AND UP TO DATE FOR USE, SUCH AS WEB ADVANCED TECHNICAL
INFORMATION SUPPORT (WEBATIS) SYSTEM AND PMS SKED.
      		2)METBENCH CALIBRATION MANAGEMENT SYSTEM
(MCMS) AND INTEGRATED CONDITION ASSESSMENT SYSTEM
(ICAS) INTERACTS WITH THE NIAPS SUITE AS A DATA PASS THROUGH ONLY.
SUBMIT A GDSC SUPPORT REQUEST (SEE PARA 9A) IF DATA TRANSFER ISSUES
OCCUR AND ARE BEYOND SHIP'S FORCE ABILITY TO RESOLVE.
   	D. TRAINING OFFICER.
      		1)ROUTINELY VERIFY TRAINING-SPECIFIC APPLICATIONS ARE AVAILABLE
FOR USE AND UP TO DATE, SUCH AS TRAINING AND OPERATIONAL READINESS
INFORMATION SERVICES/TRAINING FIGURE OF MERIT (TORIS/TFOM), FLEET
TRAINING AND MANAGEMENT PLANNING SYSTEM (FLTMPS) AFLOAT, AND AFLOAT
INTEGRATED LEARNING ENVIRONMENT (AILE/NAVY ELEARNING AFLOAT).
      		2)MAINTAIN RELATIONSHIP WITH COMMUNICATIONS/ADP OFFICER TO ENSURE HIGH DEGREE OF NIAPS APPLICATIONS' CURRENCY AND RELIABILITY. IN ALL CASES WHEN SYSTEMS ARE NOT AVAILABLE OR NOT PERFORMING AS EXPECTED, INFORM THE COMMUNICATIONS/ ADP OFFICER, WHO WILL INVESTIGATE AND WORK TO RESOLVE.
      		3)REVIEW THE NAVY E-LEARNING AVAILABLE CATALOG ITEMS HYPERLINK ON
THE DISTANCE SUPPORT PORTAL TRAINING OFFICER PAGE PRIOR TO DEVELOPING A
TRAINING PLAN FOR THE SHIP. COURSES THAT ARE NOT PART OF THE AVAILABLE
AFLOAT CATALOG WILL BE AVAILABLE ONLY ON NKO (INTERNET). NOTE:
E-LEARNING REQUIREMENTS COMPLETED VIA THE INTERNET OR NIAPS RESULT IN A
FLTMPS AND ELECTRONIC TRAINING JACKET COMPLETION RECORD AND THUS
ELIMINATE MULTIPLE DOCUMENTATION (E.G., RELATIONAL ADMINISTRATIVE DATA
MANAGEMENT).
      		4)INSTRUCT CREWMEMBERS ON HOW TO ACCESS E-LEARNING COURSES VIA
NIAPS.
      		5)ROUTINELY VERIFY AFLOAT COURSES ARE AVAILABLE FOR CREW
ENROLLMENT.
      		6)MONITOR E-LEARNING COMPLETIONS TO LOOK FOR NEGATIVE TRENDS THAT
MAY INDICATE ACCESS OR RELIABILITY ISSUES.
      		7)HAVE SAILORS COMPARE THEIR AFLOAT AND ASHORE ELECTRONIC TRAINING
JACKETS, AND USE FLTMPS TO VERIFY REPLICATION OF SHIP-TO-SHORE COURSE
COMPLETION DATA.
      		8)REVIEW NIAPS CHIT (SEE PARA 4G) FREQUENTLY TO MAINTAIN AWARENESS
OF DATA CURRENCY, ESPECIALLY FLTMPS AFLOAT, NTMPS AFLOAT (NAFL)
DATAMART, AND AFLOAT INTEGRATED LEARNING ENVIRONMENT (AILE).
      		9)DIRECT SAILORS TO THE GDSC (SEE PARA 9A) FOR ISSUES THAT CANNOT
BE RESOLVED ONBOARD OR SUBMIT SUPPORT REQUEST ON BEHALF OF THE CREW.
MONITOR RESOLUTION PROCESS UNTIL THE ISSUE IS RESOLVED SATISFACTORILY.
   	E. ENGINEERING OFFICER.
      		1)ROUTINELY VERIFY ENGINEERING-SPECIFIC APPLICATIONS ARE AVAILABLE
FOR USE AND UP TO DATE, SUCH AS ENTERPRISE SHIFT OPERATION MANAGEMENT
SYSTEM (ESOMS), PMS SKED, AND WEB ADVANCED TECHNICAL INFORMATION SUPPORT
(WEBATIS) SYSTEM.
      		2)MAINTAIN RELATIONSHIP WITH COMMUNICATIONS/ ADP OFFICER TO ENSURE
HIGH DEGREE OF NIAPS APPLICATIONS' CURRENCY AND RELIABILITY. IN ALL
CASES WHEN SYSTEMS ARE NOT AVAILABLE OR NOT PERFORMING AS EXPECTED,
INFORM THE COMMUNICATIONS/ ADP OFFICER, WHO WILL INVESTIGATE AND WORK TO
RESOLVE.
      		3)METBENCH CALIBRATION MANAGEMENT SYSTEM (MCMS) AND INTEGRATED CONDITION ASSESSMENT SYSTEM (ICAS) INTERACTS WITH THE NIAPS SUITE AS A DATA PASS THROUGH ONLY. SUBMIT A GDSC SUPPORT REQUEST (SEE PARA 9A) IF DATA TRANSFER ISSUES
OCCUR AND ARE BEYOND SHIP'S FORCE TO RESOLVE.

8. SPECIFIC APPLICATIONS INSTALLED ON EACH SHIP IS DETERMINED BY NIAPS
VERSION NUMBER AND IN THE FUTURE WILL BE LISTED IN THE SAG, BEGINNING
WITH NIAPS 2.4 RELEASE. FOR ALL OTHER NIAPS VERSIONS, SUBMIT A GDSC
SUPPORT REQUEST (SEE PARA 9A) FOR A LIST OF INSTALLED APPLICATIONS.

9. HELP AND TECHNICAL SUPPORT.
   	A. THE GDSC PROVIDES 24-HOUR SUPPORT, 365 DAYS PER YEAR:
      		1)PHONE: CONUS, 1-877-41-TOUCH(86824), OPTION 2, OPTION 2. OCONUS,
DSN 510-42-TOUCH(86824), OPTION 2, OPTION 2.
      		2)EMAIL: ANCHORDESK(AT)NAVY.MIL;
ANCHORDESK(AT)NAVY.SMIL.MIL.
      		3)URL: WWW.DISTANCESUPPORT.NAVY.MIL
      		4)NAVAL MESSAGE: PLAD ANCHORDESK NORFOLK VA.
   	B. PROBLEMS IDENTIFIED/ENCOUNTERED WITH NIAPS, NIAPS MAINTENANCE,
NIAPS ADMINISTRATION (INCLUDING DIFFICULTY IN MEETING REPLICATION
REQUIREMENTS), NIAPS TRAINING, OR PERFORMANCE OF INSTALLED APPLICATIONS
SHOULD BE FORWARDED TO THE GDSC. THIS WILL ENSURE APPROPRIATE SUBJECT MATTER EXPERTISE IS DIRECTED TO RESOLVE AND IMPROVE DISTANCE SUPPORT PROCESSES AND SYSTEMS.
   	C. IF SYSTEM FAULTS PREVENT FULL UTILIZATION OF NIAPS FUNCTIONALITY,
CONTACT THE GDSC. SHIP WILL RELEASE A CASREP IF ISSUES CANNOT BE
RESOLVED VIA THE GDSC WITHIN REF F REQUIREMENTS.

10. THE DISTANCE SUPPORT PROGRAM WELCOMES AND ENCOURAGES CONTINUOUS
FEEDBACK FROM ALL COMMANDS. IN ORDER TO MEET FLEET NEEDS, MAKE SYSTEM IMPROVEMENTS AND MAKE NECESSARY POLICY ADJUSTMENTS, PLEASE ADDRESS FEEDBACK TO THE APPROPRIATE POC IDENTIFIED ABOVE.// BT


